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Transition from DSS to DMDC

ADMDC serves under the Office of the Secretary of Defense to collate
personnel, manpower, training, financial, and other data for the
Department of Defense.

AIT Systems transferred to DMDC: JPAS, DCII, SWFT, IRR

ANew URL for JPAS: https://ipasapp.dmdc.osd.mil/JPAS/JPASDisclosure

AAs of January 2011, JPAS allows the following log-in options:
A Military/Civilian: User ID/Password or CAC Card
A Industry: User ID/Password or CAC Card
Alndustry must have appropriate software for CAC

ADMDC is currently working with the Industry companies that have existing
internal PKI or CAC requirements.

A Internal companies with PKI or CAC must meet the DOD requirements
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TPR Process

AThe JPAS Test Problem Report (TPR) process will be modified due to
JPASOG transition from Defense Security
Manpower Data Center (DMDC).

AThe TPR form on DSS web site will not be available in the future
(project February 2011).

AFaxing of TPRs will no longer be accepted.

AAIll Personally Identifiable Information (PIl)-related TPRs will need to be
directed to the Personnel Centers (if military or civilian) or to the
company's Security Officers (if industry).

ADEERS is not a personnel center and cannot make Pll-related JPAS
modifications.

Alndustry-related PIl issues should be directed to the DOD Call Center
(888-282-7682).

AAIll Technical-related TPRs will need to be directed to the JPAS
Program Management Office (PMOs).
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JPAS Acceptance Screen

A JPAS Updates will be posted to the JPAS Disclosure Screen, so be sure to
bookmark this screen and NOT the Log In screen. Please note the DMDC URL to
JPAS: https://jpasapp.dmdc.osd.mil/JPAS/isp/JPASDisclosure.jsp

Joint Personnel Adjudication System

(JPAS)

UNDER THE PRIVACY ACT OF 1974, YOU MUST SAFEGUARD PERSONNEL INFORMATION RETRIEVED THROUGH THIS SYSTEM.
DOD NOTICE AND CONSENT BANNER
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use onfy.

By using this IS (which includes any device attached to this IS). you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to. p ion testing, COMSEC monitoring,
network operations and defense, personnel misconduct (PM). law enforcement (LE), and counterintelligence (Cl) investigations.

- At any time, the USG may inspect and seize data stored on this IS.

- Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for
any USG authorized purpose.

- This IS includes security s (e.q., authentication and access controls) to protect USG interests—not for your personal benefit or privacy.

- Notwithstanding the above, using this S does not constitute consent to PM, LE or Cf investigative searching or monitoring of the comtent of privileged
communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User Agreement for details.

Department of Defense (DOD) policy prohibits the use of web technology which collects user-identifying information such as extensive lists of previously visited
sites, e=mail addresses, or other information to identify or build profiles on individual visitors to DOD publicly accessible web sites. DOD policy. however, does
permit the use of "cookies™ or other web technology to collect or store non-user identifying information but only if users are advised of what information is
collected or stored, why it is being done, and how it is to be used. This policy will be clarified to make clear that "persistent cookies” (i.e., those that can be used
to track users over time and across different web sites) are authorized only when there is a compelling need to gather the data on the site; appropriate technical
procedures have been established to safequard the data; and the Secretary of Defense has personally approved use of the cookie.
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JPAS Log In Screen

AJPAS does not have ACOMPANY ACCOUNTSO
Alt is against DOD Regulations to share username and passwords
A Industry is the biggest offenders
A DMDC will forfeit JPAS accounts regardless of mission critical requirements

A At a future date (slated to occur late CY 2011), JPAS will no longer accept
usernames/passwords for access. JPAS users will be able to access the system
with either a CAC or other DoD approved Public Key Infrastructure (PKI) certificates.

A Continue to use your username/password for the immediate future.

AThe CAC Login is working for Industry as well as the government. If you have a
CAC and have your government certificates loaded on the CAC it will work from
your company computer if you have appropriate software and CAC reader.

Joint Personnel Adjudication System

(JPAS)

You have 5 minutes until this screen times out!
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Log i n Screen (Cont O

AThe CAC Login is working for Industry as well as the government. If you
have a CAC and have your government certificates loaded on the CAC it
will work from your company computer if you have appropriate software
and CAC reader.

AThe current time-out value for a JCVAS user is 45 minutes
AJCVAS user timeout setting will be changing in February 2011

ACurrent DOD regulations requires timeout after 15 minutes of inactivity
and JPAS will be brought into compliance with policy

AUser must reauthenticate (i.e., re-enter CAC login or JPAS
password) to re-enter JPAS

ADMDC will purge/delete accounts for users that have not log into JPAS in
excess of 1 year. Projected January 2011.
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JPAS Welcome Screen

ADMDC will communicate upcoming deployments, modifications, and
information regarding JPAS on the JPAS Welcome screen

AJPAS Updates will no longer be posted to DSS website

EIVER v

Welcome to the Joint Clearance and Access Verification System
>>>>> Your password will expire in @ days. <<<<<

Select Person

View SMO
Mass Personnel 201101 15 - Welcome users to the new JPAS Homepage where you will find out all the happenings with JPAS. There will be postings on upcoming
Create/Modify Visit JPAS changes, deploy ts, upcoming outages and ements.

Notifications »
Reports b

Access Number
PSM Net

Manage Invest Rgsts b
Home

Chg Password

Chg Categoryll_evel
Tutorial

News

Logout

201101 15 - Upcoming changes:

* Please be advised that JPAS will be modifying its timeout policy to comply with DoD Regulations. The current timeout policy is 45 mins for JCAVS and 4 hours for
JAMS. After 10 minutes of user inactivity, the user will be required to authenticate themselves again (e.g. reenter CAC or Username and passwaord). This modification
is expected to occur in February 2011,

* Please be advised that the JPAS Trouble Problem Report (TPR) process will be modified due to JPAS' transition from Defense Security Serices (DES) to the
Defense Manpower Data Center (DMDC). In the near future, the TPR form on DSS web site will no longer be available. Faxing of TPRs will no longer be accepted. All
Personally ldentifiable Information (Pll)-related TPRs will need to be directed to the Personnel Centers (if military or civilian) or to the company's Security Officers (if
Industry). All Technical-related TPRs will need to be directed to the JPAS Program Management Office (PMOs). This modification is expected to occur in February
2011, Please note: DEERS is not a personnel center and cannot make Pll-related JPAS modifications.

* Please be advised that the JPAS User Support Documentation and Alerts are maoving off of the DSS web site. The documentation will be in either JPAS or an
upcorming DMDC User Support page for JPAS. The Alerts will be here on the new Welcome Screen for all announcements, deployments, and upcoming outages. If
there is a unplanned outage, please visit DMDC's homepage at www. dmde.osd. mil. DMDC will provide the new URL in the upcoming weeks. This modification is
expected to occur in February 2011,

201101 15 - Announcements:

* Please be advised that JPAS does not have "company accounts” and it is against DoD Regulations to share usemame and passwords or allow an individual to
access another's JPAS account in any form. Users who share their usemame and password will be forfeiting their JPAS account, regardless of any requirements that
are needed to support mission critical and job essential tasks.

Change current Time Zone, Office Symbol or Phone Number

Last Successful Login: 2011 01 20 8:33 AM Last Unsuccessful Login: 2011 01 189 5:30 P

Do NOT use the browser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen buttons or the Main Menu instead.

MNotice: Under the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. Disclosure of information is governed by Title 5,
United States Code, Section 552a Public Law 93-579, DoDD 540011, DoDR 5400.11-R and the applicable service directives.
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JPAS Announcements

AJPAS User Support Documentation and Alerts are moving off of the
DSS web site.

ADocumentation will be in either JPAS or an upcoming DMDC User
Support page.

ADMDC will provide a new URL for the JPAS User Support page
In upcoming weeks

ACurrently alerts are on the Welcome screen once you log into
JPAS

AUser must log into JPAS daily

AAdditional information can be found on DMDC home page @
www.dmdc.osd.mil
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Changes to Investigation Request

JPAS AddMvlodify Iree stigation Fecpuest Page1of'2 JPAS AddMvlodify [ree stization Fecue st Page 2of 2
3 Add/Modify Investigation Request Tile: | |
Ernail Address: | |

*Phone bumber:| | Extension:
2EM: Grade: Ni& Category: Industry (Cont actori: one Ramaer ension:[ ]

Tecondary Requesting O]
Active Request: NiA Name: | |

Title: | |
Ernail Address: | |

Investigation Scope

nvestigation Twpe: 2381 vestigative Requirement: Initial

Periodic Reinvestigstion: No Sensitivity Level Code: Industry Fhone Number: Extansion:
Dty Position Code: N Serdce Code: 120 Days Security Folder
- *Location: |Dther- Secfile at other log, investigater should review v|
Scope Detail

Location Name: |Boeing Compary, The
. j Strest Address 1: |:| At 501 - Folder at 01, contains information to be reviewed
Additional Scope Information Strect Address 2 |:| Mone - Mo security file at the agency
*Form Type: |SF 86 *Position Title: Industry : WP - Folder at Sec Off (SOI), has no info to review
*Dateof Birth: E‘_ *Local Agency Check Date:| | [ -— Strest Address 3: |Other - Sec file at other loc, investigator should review
*coessiEligibility: V| — e | |
o Sate: - fpode| |
Sensitivity ADP: hd
P - Cfficial Personnel Folder
Serdoe Agency: Dol Contractor Companiesw

*Lacation: | Other - Folder located at other loc (agey name and ad |

H

#pac: [DESIND | [DSE-IND ¥ *3ON: -
[pssmovl [346W] o OPF Wb Address | ]
sapplicart Mfilistion:| | *501; D03

Location Hame: |Eloeing Compary, The | At SON - Folder located at the Submitting Office (SON)

Naure of Action Date: & - Electronic official personnel folder
OFF - El ficial p | fold
Geographic Locaion':l Strest Address 1: I:l Maone - Applicant was never 2 Fed Emp aris a contractor
o i ) Street pddressz:| | NPRC - Folder lacated at NPR Center
Ohligating D?q?-lumng? l:l Business Event Type Code::l ctreat Addraze 3 [Other - Folder located at other loc (agcy name and addy)
Agency Case Number: City:

Extra Coverage/fdvance Results Szlected Extra Coveragedfdvance Resutts state: | ] Zip Code: l:l

Hane Spedcial Handling Instructions

Naure of Action Code:
Tremasury Account Symbol: | |

3

- Owerzeas- OCONUS
- Adwance NAC

- MamtSupvr Postion
- Public Contact

- Law Enforcement

- Attachments R R R
- Investigator P osition > Investigation Request Status History

Selected FIPC(s)
= MHone

nstructions:

T th ) =

I
=
(2]

- FF completed-FIPC submission

- FBI name deFAY

- FP not required -
- Adwance verbal report

- FP-Ho arrest-FBI submission

:Fgfno;nr:ele;f.ﬁﬂw > [ Save ] [ Sawve and Return ] [Cancel ]

' Pending PSI O hnitiate PSI

DO 0k =

Additional Request Information

Requesting Officizl MNotice: Underthe Privacy Act of 1974, you mustsafeguard personne | information retrieved through this system. Disclosure of
information i gowverned by Title 5, United States Code, Section $52a Public Law 93-579, DoDD 5400.11, D oD R 5400.11-R and
the applicable senice directives.

*Name:l

AI2010 A1712010
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Update to Release Investigation Request (new)

Release Investigation Request OMB No. 3206-0005

Signature Forms, Attachments, and Release for Processing

NOT COMPLETING THESE TASKS WILL DELAY PROCESSING OF YOUR
INVESTIGATION REQUEST

« Carefully follow the instructions provided below in the order displayed.

+ If you are unable to complete these steps at this time (e.g. if you do not have
access to a printer at your computer), you MUST return to e-QIP at a later time
to complete the remaining steps.

» Contact your agency if you need assistance with printing these documents.

After you certified the completeness and accuracy of the information in your
Investigation Request, e-QIP generated a printable archival copy of the information
you provided. You are strongly advised to print a copy for your records. Properly
dispose of any working copies that you may have printed while editing and reviewing
your information, as those are not considered official. You will need Adobe Acrobat
Reader or Adobe Acrobat to view the archival copy. Click the "Help" link for more

information.

Step One

Click this link to display the archival copy, then print a copy to retain for your records.

Display the Archival Copy of this Investigation Request for Printing

Next you must provide the required signature form(s). The requesting agency must
receive the signed form(s) to begin processing your Investigation Request. Print,
sign, and submit the form(s) according to the instructions you have been provided.
Print to only one side of each sheet of paper. Ensure that the text on the printed copy
is legible and that all pages print. The printed text may not contain gaps, extraneous
lines, or other errors caused by printer problems. Click the "Help" link for more
information.

Step Two

Click the appropriate link to display or download the signature form(s), then sign and attach
to your request, or submit the forms to the office requesting your investigation. If you are
using assistive technology, select the "Signature Forms" link.

Signature Forms for Printing:
Signature Forms

JPAS Industry

Use the following methods for attachments for your investigation request:

« Regular Fax, Mail, or Other - indicate how you plan to send each attachment

Step Three

Regular Fax, Mail, or Other

NOTE: Write your social security number and the Request ID Help

number (7946623) on the margin of each attachment you submit.

Name/Description
| MNumber of Pages

Method of .
Transmission Faxed — Attachment will be faxed.
[ Add Expected Attachment ]
Expected Attachments
| = | Name/Description Pages | Method Action

No records were found to display.

IMPORTANT: YOUR BACKGROUND INVESTIGATION CANNOT START UNTIL YOUR
AGENCY RECEIVES ALL REQUIRED SIGNED SIGNATURE FORMS.

When you have completed the steps listed above, you may release your Investigation
Request for processing. Performing this step will electronically transmit your
Investigation Request to the agency requesting your investigation, and you will no
longer have online access to it for printing, review, or directly adding attachments.

Step Four

After you complete the previous step, click this button to release and transmit your
Investigation Request to the requesting agency.

[ Releaze RequestiTransmit to Agency ]
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Training

AJPAS Training for Security Professionals i Course No. PS123.16 (8 hr web-
based)

ADSS Personally Identifiable Information (PI) i Course No. DS-IF101.06 (45
min web-based)

AeQIP i Multiple courses to include: Initiating, Managing,Reviewing, and
Solutions to Common Issues

Alndustrial Security Facility Database (ISFD) i Course No. 1S111.06 (5 hr
web-based)

ALink to ENROL: The following link will take you to the Defense Security
Service (DSS) ENROL system: https://enrol.dss.mil/enrol/lang-
default/SYS login.asp. where you can register for the course or create a
new account.

For additional information regarding an ENROL account, contact the DoD
Security Service Center, 1-888-282-7682, occ.cust.serv@dss.mil; for
information about the course content contact IA/CND at
DSSIACND@dss.mil
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PRs for Cleared NISP Contractors (eftv 6/9/10)

ADISCO will identify and notify NISP cleared contractor facilities of cleared
personnel who are eligible or overdue for a periodic reinvestigation (PR).

AEligibility for a PR is contingent upon the access level and the closed date
of the investigation.

AOnce a cleared contractor facility is notified a PR is due, the contractor
facility will have 60 days to submit the SF-86 to DISCO via JPAS.

Alf the information is not received in 60 days, DISCO will assume the
clearance is no longer required, remove the clearance eligibility and send
notification to the FSO that the eligibility was withdrawn due to failure to
submit the requested forms.

Alf the cleared contractor facility identifies that the individual still requires a
clearance after the eligibility has been withdrawn, the clearance eligibility
will be reinstated upon submission of the required information. Access to
classified information is not valid during the period that the eligibility is
withdrawn until DISCO reinstates the clearance eligibility.
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Loss of Jurisdiction

AWhen a subject has an eligibility of Loss of Jurisdiction, there is no
clearance eligibility, i.e. the subject should be debriefed and no access
provided until an eligibility that supports access is entered by a CAF. Loss
of Jurisdiction is usually used in one of three instances:

AAn interim eligibility had been issued and then it is withdrawn until the
final determination may be rendered.

ASubject had a final eligibility. An incident report was submitted and
there is no longer an active DoD association where subject requires
clearance eligibility. The incident report will not be adjudicated until
there is an active DoD association.

AA CAF, other than DOHA, determines that a subject no longer requires
access to SCI. If the subject still requires access to Top Secret the FSO
should notify DISCO via R/R/U. In this instance, the FSO should debrief
and remove the individual from SCI access. The collateral access
should remain in JPAS to ensure that the collateral clearance need is
identified. Failure to leave the collateral access in JPAS, may result in
discontinuance of processing.
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